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leaders in the legal industry. 
 
At Risk Strategies, Uri is responsible for the development and execution of all insurance and risk management 
services to the company’s law firm clients.  He oversees all law firm specialty areas including: Health, 
Professional Liability, Property and Casualty, Cyber and EPLI.  His practice leadership combines 20 years 
personal experience with cutting edge innovation remaking law firm insurance programs using the latest 
technology, peer benchmarking, and real-time best practices to serve the company’s law firm clients. 
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Morris Tabush grew up passionate about technology and helping others, and in 
2000, he turned this passion into a business, founding Tabush Group.  As Founder & 
President of the firm, Morris oversees its strategy, innovation, and culture.  Over the 
past 20 years, Tabush Group has simplified IT for hundreds of clients. With the 2016 
launch of Boxtop, Tabush Group's Desktop as a Service (DaaS) cloud solution, 
professional firms can securely move their IT to the cloud while eliminating hardware 

headaches and unexpected costs.  Morris lives in Brooklyn, NY with his wife and 3 young children. Outside of 
work, he enjoys running, cycling, and volunteering for a few non-for-profit organizations in his community.

ABOUT TABUSH GROUP 
Tabush Group makes your IT life simpler.  Since 2000, Tabush Group has been providing IT services to 
small and midsize firms in the fields of law, real estate, construction, investment management, and 
professional services.  Our mission is to deliver amazing service so our clients can focus on success.

With a proven track record of providing secure, reliable, simple, and well-designed IT services to our clients, 
we enable them to work smarter, more efficiently, and more productively.  Tabush Group is headquartered 
in New York City.

OUR SECURITY

tabush.com | contact@tabush.com | 212.252.0571
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MPF Webinar Series: The Law Firm of the Future

The MPF Webinar Series: Building the Law Firm of the Future

What Managing Partners Need to Know About IT in a Post-Pandemic World
and a Sneak Preview of ABA’s TechShow 2022
An MPF Webinar with Ivan Hemmans and Morris Tabush

February 16, 2022 – 2:00-3:00pm ET

Welcome

Uri Gutfreund
National Law Firm Practice Leader, Risk Strategies Company
Founder, MP Roundtable

John Remsen, Jr.
President and CEO, Managing Partner Forum
President, TheRemsenGroup
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MPF Webinar Series: The Law Firm of the Future

Guest Speakers

Ivan Hemmans
Senior Manager-Technology, O’Melveny & Myers LLP

Co-Chair, ABA TechShow 2022

Morris Tabush
President and Founder, Tabush Group

• MPF Webinar Series – Third Wednesday @ 2pm ET

• The Virtual MPF Conferences – June 23 and December 8

• The MPF 2022 Leadership Conference – May 4-5 *

• The MPF 2022 Fall Symposium – October 6 *

• The MPF Weekly – Friday mornings 

• MPF Website – www.ManagingPartnerForum.org

• MPF Listserv and Conference Calls

MPF PROGRAMS IN 2022
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MPF Webinar Series: The Law Firm of the Future

• Registrant Survey Results – 75 law firm leaders

• Today’s Topic – What Managing Partners Need to Know About IT in a Post-Pandemic World

and a Sneak Preview of ABA’s TechShow 2022

• Audience Polling Questions, Question Box

• Next MPF Webinar – March 16, 2022

TODAY’S WEBINAR

AUDIENCE POLLING QUESTION #1

How many lawyers are with your firm?
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MPF Webinar Series: The Law Firm of the Future

2%

5%

11%

18%

22%

38%

Business Development

Profitabilty

Recruiting/Retention

Associate Development

Productivity

Firm Culture

REGISTRANT QUESTION #1
From the list below, what is your firm’s 
TOP CONCERN as it contemplates a more HYBRID workplace?

8%

18%

77%

Financial Fraud

Data Leak

Ransomeware Attack

REGISTRANT QUESTION #2
From the list below, which cybercrime tactic, 
if any, is your firm most concerned about in the next year?
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MPF Webinar Series: The Law Firm of the Future

11%

21%

67%

Not doing nearly enough

Not sure

Plenty of security in place

REGISTRANT QUESTION #3
Are you confident in your firm's current cyber security status? 

AUDIENCE POLLING QUESTION #2

What is your firm’s 
top IT priority for the coming year?
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MPF Webinar Series: The Law Firm of the Future

THE MPF WEBINAR SERIES – COMPLETE ARCHIVE

www.TechShow.com

THE MPF WEBINAR SERIES – COMPLETE ARCHIVE

www.TechShow.com
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MPF Webinar Series: The Law Firm of the Future

THE MPF WEBINAR SERIES – COMPLETE ARCHIVE

www.TechShow.com

AUDIENCE POLLING QUESTION #3

What percentage of your firm’s 
SUPPORT STAFF is working from the office on any given day?
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MPF Webinar Series: The Law Firm of the Future

AUDIENCE POLLING QUESTION #4

What percentage of your firm’s 
ATTORNEYS is working from the office on any given day?

• Firm culture

• Productivity 

• Recruiting and retention

• Business development

• Cyber security 

TOP CHALLENGES FOR MANAGING PARTNERS 
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MPF Webinar Series: The Law Firm of the Future

FIRM CULTURE

PRODUCTIVITY
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MPF Webinar Series: The Law Firm of the Future

RECRUITING/RETENTION

BUSINESS DEVELOPMENT
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MPF Webinar Series: The Law Firm of the Future

CYBER-SECURITY

• ABA Law Practice Division

• Your state and local bar association

• International Legal Technology Association (ITLA)

• Association of Legal Administrators (ALA)

• Commercial Legal Operations Consortium (CLOC)

• Law firm networks

RECOMMENDED RESOURCES 

21
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MPF Webinar Series: The Law Firm of the Future

THE MPF WEBINAR SERIES – COMPLETE ARCHIVE

CONTACT US

Uri Gutfreund – 917.338.4971, uri.gutfreund@risk-strategies.com

Ivan Hemmans – 562.305.5325, ivan@hemmans.com

John Remsen, Jr. – 404.885.9100, jremsen@theremsengroup.com

Morris Tabush – 212.252.0571, mtabush@tabush.com
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MPF Webinar Series: The Law Firm of the Future

The MPF Webinar Series: Building the Law Firm of the Future

What Managing Partners Need to Know About IT in a Post-Pandemic World
and a Sneak Preview of ABA’s TechShow 2022
An MPF Webinar with Ivan Hemmans and Morris Tabush

February 16, 2022 – 2:00-3:00pm ET
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MYTH 1:  There Are So Many Reasons Not to Move  
to the Cloud
There’s little doubt that as a managing partner who is 
responsible for your firm’s IT, you are considering cloud options.
Despite the seemingly vast acceptance of cloud, it may still feel 
new or overwhelming, particularly when it comes to moving 
your entire law firm to the cloud.

A common misconception is that cloud is less secure. While it 
is natural to have some reservations about migrating to new 
technology, the overwhelming evidence is that cloud is actually 
more secure than legacy, on-premise systems.  There are many 
other things your firm likely outsources, so it may be easier to 
think of cloud as another way to outsource. For example, many 
firms rent their office space, rather than purchase, work with 
recruiters to hire, and use CPS to do their taxes. Cloud should be 
no different.  Rely on the people and technologies that do their 
specialties better than you, so that you can focus on what you 
do best – practice law.

If you are hesitant because you think cloud is a trend or it is 
too complex, rest assured that cloud will actually simplify your 
IT.  Many individuals are already using cloud in some capacity, 
like for email (i.e. Microsoft Office 365, Gmail), phone (i.e. Skype, 
Zoom), or messaging and collaboration (i.e. Slack, Basecamp).  
Cloud is the future of technology.  

Rather than focus on the reasons “why not,” look to the many 
reasons firms decide to make the change.  Cloud has key 
inherent benefits, such as security and backup, and allows you 
to simplify your IT by removing hardware and infrastructure 
while adding business continuity.

MYTH 2: Backup is Business Continuity
Far too many people believe that if their data is backed up, their 
business is safe.  The reality is that backup is only one piece 
of business continuity.  As a managing partner, you must 
focus on the entire strategy to ensure that after a failure, 
your firm gets back up and running with as little loss of 
productivity as possible.

There are several scenarios to consider when your firm would 
require backups; one being natural disasters that could cut 

power to your offices and even access to the physical location 
including computers and servers.  The more likely scenario is 
one that impacts only your firm, like hardware failure, system 
corruption, server or application malfunction, or cybercrimes.  In 
cases like these, your business continuity plan is exceptionally 
important since only your firm is impacted and you want to 
prevent client attrition to other firms.  Time is of the essence.

There are several types of business continuity systems and 
some are much more expensive than others.  To determine 
what’s right for your firm, first ascertain what amount of time 
is acceptable for an outage, whether that be measured in hours 
or days. Figure out when the impact of an outage becomes 
too costly.  This is known as the recovery time objective (RTO), 
an acceptable downtime window.  For example, if your practice 
management server is out, within how many hours must it be 
restored to avoid unacceptable consequences?  It is vital to 
select a business recovery platform that brings your servers 
and all applications back online within your RTO.  Weigh this 
against the costs of various business continuity platforms to 
focus on the appropriate solution for your firm.

No matter what business continuity system you choose, it has 
to be sized correctly to your firm and be able to scale as your 
firm changes.  It is also ideal to have multiple backups made 
per day and the entire process must be managed, continually 
monitored, and tested.

MYTH 3: Security is Only for Large Firms
In the past, managing partners believed that cybersecurity 
was an expensive and unnecessary endeavor for their small or 
midsize firm.  The reality is that cyberattacks have become too 
widespread for you to ignore.  The high-profile cyberattacks 
we read about in the news usually focus on large, global 
organizations, but according to Verizon’s 2018 Data Breach 
Investigations Report (https://enterprise.verizon.com/resources/
reports/dbir/), 58% of all cyberattacks target small businesses.  
Smaller organizations are typically easier to breach because of 
their lower security standards, and it only takes one improperly 
secured device for a breach to occur.

While cybercriminal activity could be politically or socially 
motivated, it is most often simply to make money. In phishing 

4 IT MYTHS: WHAT MANAGING PARTNERS NEED TO KNOW
Managing partners at small and mid-size law firms have enough to worry about – from day-to-day management 
to long-term growth and strategies – that it can be overwhelming to keep up-to-date on all of the IT options 
available to your firm.
The right technology will ultimately support your firm’s growth and readiness for the future.  As such, we will 
examine 4 common IT myths, set the record straight, and explain what you need to know to be prepared for 
the future success of your firm.
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schemes, for example, cybercriminals send out thousands of 
emails and wait for one person to make a mistake, click on 
a link, and provide sensitive data.  This information, in turn, 
is used to access important accounts and can result in huge 
financial losses.

The evolution of malware makes a breach particularly 
dangerous for your firm.  Rather than only impacting a 
single device, malware effects all devices on the network, all 
applications and data, and can effectively grind your firm’s 
operations to a halt.  The latest phishing malware allows for 
cybercriminals to take control of a firm’s email system, usually 
Office 365.  These tactics have changed how small and midsize 
firms need to protect themselves.

So, what does a comprehensive security plan look like for 
a small and midsize firm? Any good security system will be 
multi-layered.  Consider the example of securing your home: 
You lock your doors and windows, close up your garage, set an 
alarm, and perhaps also install security cameras.  You would 
not consider leaving your front door unlocked just because 
you armed your security system.  The multi-facets are key to 
protecting your home and valuables, just as several precautions 
need to be taken at your firm.

A comprehensive security plan should include:

•  �Email filtering software scans all incoming messages for spam 
and other harmful attachments.  It may reject or redirect 
messages that are flagged as potentially harmful.

•  �It is not just email that needs protection.  Any application 
that transmits data, such as collaboration tools, needs to 
have security, whether it be built into the program or used 
alongside it.

•  �Antivirus and anti-malware software will find and remove 
immediate threats from your systems.

•  �Every firm, regardless of size, needs a business grade firewall 
that sits between a firm’s internal network and the internet 
and serves to prevent unwanted access to the firm’s systems.

•  �The vast majority of law firms require remote access 
so lawyers can work from home, client offices, or the 
courtroom.  As such, firms often have a VPN or other remote 
desktop solution in place. It is crucial to ensure your remote 
access solution is secure, usually through encryption and 
authenticated connections.

•  �Multi-factor authentication (MFA) adds an additional layer of 
security to guard against a compromised password.

•  �Additional encryption tools at the email, desktop, and server 
levels should be considered to provide your firm the best 
protection to meet your needs.

Remember, security is a process and protection needs to evolve 
as the threat landscape changes.

 

MYTH 4: Technology is Enough
It is vital for law firms to focus on technology to protect their 
systems and data, but a firm would be in serious danger if 
it stopped there.  The people using your IT systems – your 
attorneys, paralegals, and support staff – are the single greatest 
threat to your organization.  It is easier for a cybercriminal to 
deceive a person than technology, so even with all of the right 
technology precautions in place, they are only effective with 
appropriate education and policies.

Education and training are essential for everyone, whether that 
be held in person, via webinar, or through reading materials 
and video tutorials.  It is crucial to also run tests throughout 
the year to uncover areas where risks remain and additional 
training is necessary.

The most likely tool to be used to compromise your systems is 
email.  According to Verizon’s Annual Data Breach Investigations 
Report (https://enterprise.verizon.com/resources/reports/dbir/), 
more than 92% of malware originated in an email link.  Choose 
email policies that will work best for your firm.  For example, 
most companies still maintain webmail even though users 
outside of the office prefer to access their email via remote 
access, smartphones, or tablets.  If webmail is not being used, 
turn it off.  Many firms also choose to restrict public email 
domains, such as Gmail and Yahoo. 

Here are some technology policies to consider:

•  �Rather than give remote access to everyone in the firm, 
provide logins only to those lawyers and staff who need it.

•  �Place appropriate restrictions on any guest Wi-Fi available to 
visitors in your office.  

•  �Content filtering technology can restrict sites that are 
potentially harmful and prevent users from accessing them.  

•  �Standardize how your firm works.  If your firm uses 
collaboration or filing sharing tools, choose a single, vetted 
platform that everyone must use, rather than leaving it up to 
each individual or department.  

•  �Make it a part of your process to continually assess and 
change your firm’s policies as you see what works and what 
needs improvement.

CONCLUSION
IT is more complex than ever with changing needs and 
evolving technologies. It is important to make appropriate, 
educated IT decisions for your law firm to better prepare your 
firm for future successes.  The right technologies and policies 
will modernize your practice and improve efficiency.

4 IT MYTHS: WHAT MANAGING PARTNERS NEED TO KNOW
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